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DETAILED ACTION 

Specification 

1. Applicant is reminded of the proper language and format for an abstract of the 
disclosure. 

The abstract should be in narrative form and generally limited to a single 
paragraph on a separate sheet within the range of 50 to 150 words. It is important that 
the abstract not exceed 1 50 words in length since the space provided for the abstract 
on the computer tape used by the printer is limited. The form and legal phraseology 
often used in patent claims, such as "means" and "said," should be avoided. The 
abstract should describe the disclosure sufficiently to assist readers in deciding whether 
there is a need for consulting the full patent text for details. 

The language should be clear and concise and should not repeat information 
given in the title. It should avoid using phrases which can be implied, such as, "The 
disclosure concerns," "The disclosure defined by this invention," "The disclosure 
describes," etc. 



2. The abstract of the disclosure is objected to because of undue length. Correction 
is required. See MPEP § 608.01(b). 



3. The following guidelines illustrate the preferred layout for the specification of a 
utility application. These guidelines are suggested for the applicant's use. 

Arrangement of the Specification 

As provided in 37 CFR 1.77(b), the specification of a utility application should 
include the following sections in order. Each of the lettered items should appear in 
upper case, without underlining or bold type, as a section heading. If no text follows the 
section heading, the phrase "Not Applicable" should follow the section heading: 

(a) TITLE OF THE INVENTION. 

(b) CROSS-REFERENCE TO RELATED APPLICATIONS. 

(c) STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH OR 

DEVELOPMENT. 

(d) THE NAMES OF THE PARTIES TO A JOINT RESEARCH AGREEMENT. 

(e) INCORPORATION-BY-REFERENCE OF MATERIAL SUBMITTED ON A 

COMPACT DISC. 

(f) BACKGROUND OF THE INVENTION. 
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(1) Field of the Invention. 

(2) Description of Related Art including information disclosed under 37 
CFR 1.97 and 1.98. 

(g) BRIEF SUMMARY OF THE INVENTION. 

(h) BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING(S). 

(i) DETAILED DESCRIPTION OF THE INVENTION. 

(j) CLAIM OR CLAIMS (commencing on a separate sheet). 

(k) ABSTRACT OF THE DISCLOSURE (commencing on a separate sheet). 

(I) SEQUENCE LISTING (See MPEP § 2424 and 37 CFR 1.821-1.825. A 
"Sequence Listing" is required on paper if the application discloses a 
nucleotide or amino acid sequence as defined in 37 CFR 1.821(a) and if 
the required "Sequence Listing" is not submitted as an electronic 
document on compact disc). 



Claim Objections 

4. Claims 7-12 objected to under 37 CFR 1.75(c) as being in improper form 
because a multiple dependent claim cannot depend from any other multiple dependent 
claim. See MPEP § 608.01 (n). Accordingly, the claims have not been further treated 
on the merits. 

The specification is objected to as failing to provide proper antecedent basis for 
the claimed subject matter. See 37 CFR 1.75(d)(1) and MPEP § 608.01 (o). Correction 
of the following is required: Claim 12 refers to page encryption and MAC, which do not 
have proper antecedent basis. 



Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 
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(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

6. Claim 1 is rejected under 35 U.S.C. 102(b) as being clearly anticipated by 
Schwartz (US Patent No. 4,985,921), hereafter referred to as Schwartz. 

Regarding claim 1: 

Schwartz teaches "A smartcard comprising a substrate having a 
smartcard chip thereon, the smartcard being characterized in that it comprises a 
secondary memory device on the substrate and operatively connected to the 
smartcard" as [Schwartz (column 2, lines 32-35, 45-46 and Fig 1.) shows a 
smartcard containing a secondary memory chip attached to a primary 
processing chip]. 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schwartz 
as applied to claim 1 above, and further in view of Barnett (US Patent No. 6,108,236), 
hereafter referred to as Barnett. 

Regarding claim 2: 
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Schwartz teaches "A smartcard according to claim 1," but fails to explicitly 
disclose "wherein the secondary memory device is a FLASH ROM." 

However, Barnett teaches "wherein the secondary memory device is a 
FLASH ROM," as [Barnett (column 3, lines 13-15) shows that FLASH 
memory is commonly used as a smartcard memory device]. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have applied the teaching of Barnett into Schwartz's as 
both are analogous art from the same field of endeavor of smart card 
manufacture. 

The ordinary skilled person would have been motivated to apply the 
teaching of Barnett into Schwartz's, since Barnett specifies the advantages in 
using FLASH memory in a smart card device. 

9. Claims 3, 4, and 5 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Schwartz as applied to claim 1 above, in view of Takahira (US Patent No. 
4,930,129), hereafter referred to as Takahira, and further in view of Mo et al (US Patent 
No. 5,754,565), hereafter referred to as Mo. 
Regarding claim 3: 

Schwartz teaches "A smartcard according to claim 1" but fails to explicitly 
disclose "wherein the secondary memory device is capable of storing a plurality 
of pages of data, each having associated with it a unique sequence number, the 
sequence number being stored separately from the data page so that when the 
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page is to be read, the sequence number retrieved with the page can be 
compared with the stored sequence number to authenticate the page." 

However, Takahira teaches "wherein the secondary memory device is 
capable of storing a plurality of pages of data" as [Takahira (Fig 1 and column 
4, lines 44-52) shows a memory device that is divided into a plurality of 
data pages], "the sequence number being stored separately from the data 
pages" as [Takahira (Fig 1 and column 4, lines 48-52) shows a plurality of 
data pages contained within two different sections, one containing 
directory and ECC information and the other containing the related data; 
(column 5, lines 37-41) shows the creation of the ECC data], "so that when 
the page is to be read, the sequence number retrieved with the page can be 
compared with the stored sequence number to authenticate the page" as 
[(Takahira column 5, lines 34-49) shows the computer performing error 
checking calculations from information in both the microprocessor and in 
the memory card], but fails to explicitly disclose "each having associated with it 
a unique sequence number." 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have applied the teachings of Takahira into Schwartz's as 
both deal with the common field of secure data carrying devices. 

The ordinary skilled person would have been motivated to apply the 
teaching of Takahira into Schwartz's, since Takahira adds an organization and 
error checking scheme for stored data. 
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Furthermore, Mo teaches "each having associated with it a unique 
sequence number" as [Mo (column 1, lines 35-44) shows that each data 
segment has a unique ECC appended to it]. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have applied the teachings of Mo into Schwartz's in view 
of Takahira as both deal with the common field of endeavor of information 
protection and validation. 

The ordinary skilled person would have been motivated to apply the 
teaching of Mo into Schwartz's in view of Takahira, since Mo adds an error 
checking scheme for stored data. 

Regarding claim 4: 

Takahira further teaches "A smartcard according to claim 3, wherein the 
stored sequence number is stored in the smartcard chip" as [Takahira (Fig 1 
and column 4, 48-52) shows that the ECC values are stored in the memory 
inside the single smartcard chip]. 

Regarding claim 5: 

Takahira and Schwartz further teach "A smartcard according to claim 3 
wherein some of the stored sequence numbers are stored in at least one page of 
the plurality of pages of data stored on the secondary memory device, the 
sequence number for that at least one page being stored in the smartcard chip" 
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as [(Takahira Fig 1 and column 4, lines 48-52) shows a plurality of data 
pages contained within two different logical sections of memory, one 
containing directory and ECC information and the other containing the 
related data. (Schwartz Fig 1 and column 2, lines 32-35, 45-46) shows a 
smartcard containing a secondary memory chip attached to a primary 
processing chip. 

Since Takahira shows that a logical partition of a memory chip can 
contain ECC and directory information, any number the pages in the 
secondary memory chip could be adapted in this manner to store a 
plurality of ECC and directory information pointing to separate logical 
portions of the same chip. 

In this manner, the primary memory chip would have directory and 
ECC values that correspond to page headers in the secondary memory 
chip. The information in the corresponding pages can also be directory 
and ECC information pointing to different sections of the second memory 
chip]. 



10. Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schwartz, 
Takahira, and further in view of Mo, and further in view of Corrigan et al. (US Patent No. 
5,897,662), hereafter referred to as Corrigan. 
Regarding claim 6: 
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Schwartz, Takahira, and Mo teach "a smartcard according to claim 3" but 
fail to explicitly disclose "wherein the sequence numbers are XOR'd to produce a 
digest or HASH which is stored in the smartcard EEPROM." 

Corrigan further teaches "wherein the sequence numbers are XOR'd to 
produce a digest or HASH which is stored in the smartcard EEPROM" as 
[Corrigan (column 5, lines 44-52) shows that XOR operations are frequently 
used to associate specific sets of virtual addresses with specific portions 
of the table]. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have applied the teachings of Corrigan into Takahira's as 
both deal with the common field of endeavor of memory management. 

The ordinary skilled person would have been motivated to apply the 
teaching of Corrigan into Takahira's, since Corrigan adds enhanced address 
allocation. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to CHRISTOPHER B. ARCHER whose telephone number 
is (571)270-7308. The examiner can normally be reached on M-F 7:30-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Thomas Pham can be reached on (571)272-3689. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/C. B. A./ 

Examiner, Art Unit 4148 



/THOMAS K PHAIW 

Supervisory Patent Examiner, Art Unit 4148 



